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Abstract -- The main objectives of this study were to 
investigate the extent to which the technical preparation as an 
implementation of information system security policy in 
Universities in Indonesia. Data was collected from 147 
universities through the period of May 2012 to October 2012. 
Data was analyzed using multiple regressions. 
The results revealed that the extent of implementation 
technical preparation of information system security policy in 
universities on Java Island was moderate. Perception of heads 
of IT department in universities about the organizational 
disposition in universities is moderate positive. Both Policy and 
organization factors have a simultaneous effect on the 
application of ISSP in universities in Indonesia.  
It could be stated that the policy factors and organizational 
factors have strong links to the success of technical preparation 
on information systems security policy implementation at the 
Universities. 
Keywords: computer crime, information system security policy, 
technical preparation, information system 
management. 
I.  INTRODUCTION  
Computers are now faster, more powerful, smaller, 
cheaper, and more user-friendly. Computer systems have 
grown and evolved in the society, businesses and personal 
lives among us. Currently, computer systems become a 
staple of modern business, banking, and government to carry 
out its activities. Business activities and government rely on 
computers, especially activities that are based on e-mail or 
web. Without computers, the global business and 
government operations will cease. The survey sites on the 
Internet mentioned of the computer users in the world reach 
billions of people, whereas computer users are connected to 
the Internet known as 2,405,518,376 people as in website 
[1]. 
Advances in computer technology, information and 
communication brought new crime that has different 
characteristics from conventional crime. Crime is estimated 
using computer technology has led to substantial losses. The 
speed and efficiency of computer use that benefits the 
organization also serves crimes using computer[1]. Computer 
crime is not limited by age, sex, race, as long as the 
computer has the potential to cause offense, then anyone can 
commit a crime. For instance reported to the ACFE 
(Association of Certified Examiners) 755 of the offenders 
were the main perpetrators and 25% are women. Most of the 
perpetrators of a crime for the first time, and had no previous 
criminal record [2]. The motive of the perpetrators of 
computer crimes are very diverse, ranging from money, for 
personal pleasure or satisfaction, economic benefits, 
intellectual challenge, or revenge. In some cases, there may 
be more than a factor of motivation to commit computer 
crime [3].  
Universities in Indonesia have currently been dominated 
by using IT devices, whether hardware, software, and 
computer networks, that crime can occur. Crimes such as 
theft of data, access to which is not legal, pornography, 
sexual harassment, and hacking sites owned by other 
institutions, which were carried out within universities. In 
addition, universities are not immune from the threat of 
piracy from the outside because universities have strategic 
data stored in data storage centers owned by the institution, 
so it attract others people to try to penetrate the computer 
systems in education institution with various motives. 
Computer crime cases occur in universities, like stealing or 
modifying data that are confidential. These data could be 
misused for personal benefit or group of people. Another 
case occurs such as, destroying the necessary data that is 
stored in data center by the break through the security 
information systems and spread the virus so that the user 
cannot access the data. Based on information mentioned 
above, the computer system at Indonesia Universities needs 
to protect from all forms of criminal acts that will be and are 
happening at universities. 
FBI categorizes computer crime are: 1) crimes facilitated 
by computer, as money laundering, transmission of 
pornography, or different kinds of fraud; and 2) crimes 
where a computer itself is the target of the intrusion, data 
theft, or sabotage [4]. Other than that Laudon also expresses 
the definition of computer crimes as follow: "Computer 
crime is the commission of illegal acts stealing valuable 
Financial Data by illegally Gaining access to a computer 
system using a home computer [5]". 
In order to prevent computer crime, universities must 
provide the prevention of computer crimes in accordance 
with the computer crime act. In Article 4 point D, the 
objectives of [6] is to give senses of security, justice, and 
legal certainty for Information Technology users and 
providers. Therefore, universities as the user and providers of 
IT must apply ISSP in their work place as a part of 
contribution success of public policy implementation. 
This study is to determine the extent to which universities 
implements the technical preparation as a part of Information 
System Security Policy (ISSP) and to examine factors that 
affect the implementation of the technical preparation that 
hypothesized to influence computer crime prevention in 
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universities. Technical control use software and hardware 
resources to control access information and computing 
system, to help mitigate the potential for errors and blatant 
security policy violation [7]. 
II. METHODOLOGY 
The study was conducted in 147 Universities in 
Indonesia, concentrated in Java Island. Data collection was 
conducted in March 2012 until August 2012. Based on the 
research question and purpose of this study, data was 
analyzed using the multiple regression technique.  
The data used in this study are; primary data obtained 
from the interview through closed questionnaires mailed to 
respondents in each University, and secondary data obtained 
from other sources that were already collected. This 
secondary data consists of all information related to 
computer crime act in Indonesia, theory of information 
system security policy, and related research. Secondary data 
collected from archives of Ministry of National Education 
and Directorate General of Higher Education of Indonesia, 
public journals, articles, statistical agency, and any news 
media. 
III. RESULTS AND DISCUSSION 
A.  Research Site 
Population of this study is universities in Java Island. In 
2009, total populations were 244 universities in Java Island 
both public and private. The reason of determining the study 
population on the island of Java is the number of universities 
in Indonesia concentrated in Java Island.  
B. Dependent Variable 
In this study the dependent variable is Technical 
Preparation. Technical preparation consists of two groups of 
activities. First is the university as an access service provider 
and the other as a hosting service provider. Implementing of 
information system security policy regarding to technical 
preparation in universities known was moderate. Mean and 
interpretation of ISSP implementation in Technical 
Preparation reported as follows. 
The descriptive statistic summary about technical 
preparation showed on Table I.  
 
TABLE I.  MEAN AND INTERPRETATION OF TECHNICAL PREPARATION  
(n= 147) 
Technical preparation activities Mean Interpretation 
Access service provider 2.83 High 
Hosting service provider 3.16 Moderate 
Total 5.99 Moderate 
 
In Table I, is known that the highest score of technical 
preparation reached by the universities as an access service 
provider and moderate for a hosting service provider. It 
indicates that the university is more interesting in providing 
access service provider rather than hosting service provider. 
From Frequency and percentage of total indicator used in 
technical preparation known that the mean value is 5.99, 
which could be categorized for level of success in technical 
preparation, which was adequate. The most items applied by 
the universities in the technical preparation are as many as 
two items. Moreover, the universities has known used at 
least six items. 
From Table II, it has known that the activity applied by 
universities is as an access service provider. The most 
activity is data backup by 93 percent, and the lowest activity 
is Log Data Backup by 56 percent. 
 
TABLE II.  FREQUENCY AND PERCENTAGE OF ITEMS APPLIED IN 
UNIVERSITIES AS AN ACCESS SERVICE PROVIDER (N= 147)  
Item 
As an access service provider 
No Yes 
F % F % 
Applied user ID 46 31 101 69 
Monitoring user access 52 35 95 65 
Data backup 10 7 137 93 
Log data backup 64 44 83 56 
 
University as an Access Service Provider 
In Table III, known that more than 50 percent of 
universities perform four items, whereas universities that not 
perform the items at all the item has the low value of two 
percent. From the mean value of 2.83, apparently the average 
universities applying minimum three items as an access 
service provider and the criteria of mean values indicate the 
implementation was high. 
 
TABLE III.  FREQUENCY AND PERCENTAGE OF NUMBER OF ITEMS 
APPLIED IN UNIVERSITIES AS AN ACCESS SERVICE PROVIDER (N=147) 
Item applied Frequency Percentage 
0 3 2.0 
1 40 27.2 
2 15 10.2 
3 10 6.8 
4 79 53.7 
Total 147 100.0 
Mean 2.83  
University as a Hosting Service Provider 
Table IV, showed information about activity of 
universities as a hosting service provider and describe about 
frequency and percentage of indicators applied in 
universities as a hosting service provider. High score of 
percentage on antivirus application by 87 percent and low 
percentage on both organizing training for IT staff and 
students or staff of the universities by 38 and 35 percent.  
 
TABLE IV.  FREQUENCY AND PERCENTAGE OF ITEMS APPLIED IN 
UNIVERSITIES AS A HOSTING SERVICE PROVIDER (N= 147) 
Item 
As a hosting service provider 
No Yes 
F % F % 
Firewall 50 34 97 66 
Antivirus 19 13 128 87 
IDS 78 53 69 47 
Audit information system 83 56 64 44 
Training for student and staff  96 65 51 35 
Training for IT staff 91 62 56 38 
From frequency and percentage of indicators applied in 
universities as a hosting service provider, known that, as 
many as 27.9 percent of universities perform only one item 
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as a hosting service provider while average items that are 
applied to all universities in this activity are three items. It 
could be seen the mean value of 3.16, therefore, can be said 
to be the implementation of the universities as a hosting 
service provider is moderate. 
C. Independent Variables  
In this study Independent Variables consist of two 
factors, which are; Policy Factors and Organization Factors. 
The outcome of descriptive statistics of independent 
variables shows in Table V.  
 
TABLE V.  MEAN AND STANDARD DEVIATION OF INDEPENDENT 
VARIABLES 
Independent variables Mean Std. Deviation 
Factor of policy 3.11 .69 
Factor of organization 3.46 .77 
 
The mean value of the policy factor is at 3.11 considered 
moderately positive, or it can be said that the role of policy 
factor is moderate in support for the successful 
implementation of computer crime act (UU ITE 11, 2008) at 
universities in Indonesia. The factor of organization, the 
mean value by 3.46, it can be considered moderate positive, 
in other words, organizational factors have a considerable 
contribution to the successful implementation of the 
computer crime act (UU ITE 11, 2008) at universities in 
Indonesia. 
The detail of descriptive statistics of factor of policy and 
factor of organization reported as follows: 
 1) Factor of Policy (X1) 
The result of descriptive statistics factor of policy shows 
on Table VI. In the Table known that the control process has 
the highest mean value of 3.32, also known objective and 
purpose of the Act and the control process gets moderate 
positive values from respondents. While the lowest response 
detected in communication and socialization process of the 
act with a mean of 2.70. Might be interpreted based on the 
perception that the characteristic of the act of communication 
and socialization activities of computer crime act (UU ITE 
11, 2008) is moderately limited (mean 3.11).  
 
TABLE VI.  MEAN, STANDARD DEVIATION, AND INTERPRETATION OF 
FACTORS OF POLICY  (N= 147) 
Factor of policy Mean SD. Interpretation 
Objectives and purpose of the Act 3.20 0.87 Moderate positive 
Clarity of the Act 2.70 0.63 Moderate positive 
Control process 3.32 0.81 Moderate positive 
Total 3.11 .70 Moderate positive 
 
2) Factors of Organization (X2) 
The result of descriptive statistics on factor of 
organization describes on Table VII. The table shows that 
very positive response of respondent shows on 
organizational structure; it has the highest mean value of 
3.87. Meanwhile, leadership, human resources and funding 
and physical resources with a mean of 3.18, 3.66 and 3.12 
get moderate positive response from respondents. There is no 
negative responses arise in factors of policy. Might be 
interpreted based on the perception of respondent that the 
organizational factor has adequate in support ISSP 
implementation. Moreover, the universities had strength in 
organizational structure. 
TABLE VII.  MEAN, STANDARD DEVIATION, AND INTERPRETATION OF 
ORGANIZATION FACTOR (N= 147) 
Organization factor Mean SD. Interpretation 
Leadership 3.18 0.75 Moderate positive 
Human resources 3.66 0.99 Moderate positive 
Organizational structure 3.87 0.82 Positive 
Funding and physical 
resources 3.12 0.94 Moderate positive 
Total 3.46 .774 Moderate positive 
The result of regression analysis of factors that influences 
technical preparation is shown in Table VIII.  
 
TABLE VIII.  TECHNICAL PREPARATION REGRESSION ANALYSIS 
RESULTS 
Model 
Unstandardized 
Coefficients 
Standardized 
coefficients t Sig. 
B Std. Error Beta 
Constant -6.166 .800  -7.711 .000 
Factor of policy .653 .317 .141 2.060 .041 
Factor of 
organization 
2.924 .286 .699 10.230 .000 
Multiple R 0.802 
 
Standard error 1.94735 
R2 0.643 F 129.862 
Adjusted R2 0.638  
 In Table VIII, the constant value is equal to -6,166 
it means if there is no change of policy factors and 
organization factors, the value of the technical preparation 
are -6.166. Value of the regression coefficient for the policy 
factor is equal to 0.853 states that every 1 percent increase in 
policy factors will increase the value of technical preparation 
for 0.853 meanwhile for the organization factors, each 
increase of 1 percent would increase the value of 2.924. The 
coefficient determination (AdjR2 = 0.638) of regression 
technical preparation form indicated that 63.8 percent of 
variation in technical preparation explained by the 
independent variables while the rest 36.2 percent of the 
variation was due to other variable that did not include in the 
model. The overall regression result was significant as 
Fstatistic value of 129.862 and significant below α= 0.05. 
This provides evidence that combination of policy and 
organization factors had an impact simultaneously on 
technical preparation in the study area. 
D. Kinds of computer crimes that occurs at higher 
education institutions 
Result of interviews with some of the staff and leaders of 
the information technology department of higher education 
institutions is known that a computer crime occurs every day 
in the college environment. Various kinds of computer 
crimes that occur vary widely both offline and online. 
When its offline were: 
1. Use of unauthorized user on the user's network system, 
by providing a user password to others or put a username 
or password on the computer so that it easier for people 
who are not eligible to be entered the system. This causes 
frequent modification of data by unauthorized users or 
illegally recording confidential data for personal purpose. 
2. Spread of the virus by the user because they do not 
perform antivirus scanning on an external disk (USB) 
contaminated by the virus. 
3. The less physical safeguards to the computer that has 
access to important data. For example, the lack of 
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security personnel, or the placement of a remote 
computer that is less monitored by security staff, was 
resulting in vulnerable from computer theft and 
vandalism of computer equipment. 
4. The use of illegal software, there are many illegal 
software used in the area of higher education institutions, 
so that the higher education institutions in the category of 
computer crimes. 
Computer crime that utilizes the internal network and the 
Internet, such as: 
1. Hacking, breach the institution sites or data centers, 
seeking to change the contents of the website, or destroy 
data center. 
2. Cracking, solving the security code to gain access a 
database that was secured using passwords. 
3. Illegal access to banned sites. Accesses to negative sites 
are often charged by viruses so harmful the computer 
system. 
4. Utilization of the Internet for things against the law, 
such as activities that harm others by users in higher 
education institutions.  
Almost all of higher education institutions have 
implemented the security on information systems. But 
securing information systems is not completely guaranteeing 
the crimes that may occur.  
From this information it can be seen that the antivirus 
application is the most used of information system protection 
at universities. To protect its system against viruses, 
companies (institution) must buy virus detection software; 
program that scan computer’s disk to detect the virus [8].  
The next is applying Intrusion detection system. IDS are a 
combination of hardware and software that continuously 
monitors the traffic [9]. Data backup activity is also very 
important. Data backup is recording function to duplicate the 
necessary data and store it in a safe from both human and 
natural disasters. Then storing traffic data, another effective 
security provision is to monitor access to all of the data. 
Most computers can keep track of every change to every file. 
They can keep log of who accesses each file [9]. Monitoring 
system and firewalls. Monitoring system is an activity after 
the computer can identify each user. User can control access 
to any piece of data, and firewall are essentially routers that 
examine each packet of network data passing through them 
and block certain types to limit the interaction of the network 
with the Internet [9]. User identification is a process of 
identifying the user by asking to see identification. The most 
common method of identifying users to computers is with 
password [9]. The last one is auditing system information is 
a process of identifying the user by asking to see 
identification. The most common method of identifying 
users to computers is with password [9]. 
IV. CONCLUSION 
The conclusion of this study is that higher education 
institution as a non-profit organization is not immune from 
computer crime activities. Higher education institutions have 
implemented information systems security policy. Some of 
the policy declared officially in higher education institutions 
however many do not declare the policy. Application of UU 
ITE 11, 2008 have not been fully implemented. 
The extent of implementation of information system 
security policy in universities on Java Island was moderate in 
the sense that implementing technical preparation activities 
is high. 
On the activities of the Technical Preparation is known 
that the number of universities that conduct technical 
security is high but the number of items of technical 
preparation that is applied is not many to apply, it makes the 
university is still vulnerable to computer crime. This result 
inline with study by a professor from University of Isahan 
Iran, claiming that security is to combine system, operations 
and internal controls to ensure the integrity and 
confidentiality of data and operation procedures in an 
organization [10]. 
Universities need to implement the technical preparation 
activities according to Indonesia Information Security 
Standards [11]. 
The lack pressure, coercion or penalties from government 
to the institutions that do not conduct to the maximum of 
information systems security 
V. SUGGESTION 
Suggestions from the researcher for importance technical 
preparation implementation are; Universities must be raise 
awareness the threat of computer crime. Required a deep 
understanding of the staff of universities including the 
executive to apply information systems security. Second, 
more support from executive specially in increasing 
knowledge of information system security and computer 
crime also more attention to ICT priority regarding funding 
and physical resources will strengthen the success of 
computer crime act implementation. Last suggestion is to 
provide written policies and procedures against crime and 
declared security awareness program in university.  
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